HNudopmanuoHHbIe MaTEPHAJIbI
10 NPO(PHJIAKTHKE NMPECTYIICHUH, COBEPIICHHBbIX ¢ HCNOJIb30BAHUEM
HH(POPMALMOHHO-TEJIEKOMMYHUKANNOHHBIX TEXHOJIOT Wil

K wnaunbonee pacnpocTpaHeHHBIM BHJIaM JUCTAHIIMOHHBIX MOIICHHUYECTB,
coBeplIeHHbIX Ha Tepputopuu r. Cankr-IlerepOypra u JlenuHrpaackoil obmacrtu,
OTHOCATCS:

- «QUIIUHTY» — BUJ JAUCTAHIIMOHHOTO MOIICHHWYECTBA, IPU COBEPIICHUN
KOTOPOTO 3JIOYMBIIUICHHUKH (B XOA€ Tele(pOHHOrO pPa3roBopa, IOCPEICTBOM
HaIlpaBJICHUSI AJEKTPOHHOIO MHChbMA WM CMC-COOOILIEHUs) IMONIy4aroT JIUYHbIC
KOH(HIeHIIUANIbHBIE JaHHbIE 0 OAaHKOBCKOW KapTe, HOMEpE CYeTa, JIOTUHBI U MapoJiv
JUIsL BXOJa B HHTEpPHET-OAHK, a TakXke Napoju Oe30MacHOCTH, IMO3BOJISIOIINE
IPOU3BECTU CIHCAHUE HAXOAIMIMXCS Ha OaHKOBCKOM KapTe JEHEXKHBIX CpPEICTB.
KepTBaMu yKa3aHHOIO BHJIa MOILIEHHUYECTBA 3a4aCTYI0 CTAHOBATCS HE3AIUILIEHHBIE,
ManooOpa3oBaHHbIE, JIOBEpPUMBBIE CJIOM HaceneHusd. [lpencraBissce 3adactyro
COTPYIHHKAaMU KpPEIUTHBIX OpTraHU3alui, NPECTYNNHUKUA BBOJAT B 3a0IyKIEHUE
rpakKJaH OTHOCUTEIBHO COBEPIIAEMBIX HECAHKIIMOHUPOBAHHBIX CIIMCAHUN JIEHEMKHBIX
CPEICTB, OCYIIECTBISIEMbIX IOKYyNKax MW T.0., IIOCJIE€ Yero mpociAT Ha3BaTh
KOH(QUICHIMAIBHBIE CBEACHUS C LEJIbI0 IPECCUYECHUS BO3MOKHOTO COBEPILEHUS
npectyrieHus. ['paxaane, 1oBepsis MOJIy4eHHOW MH(OpMaLuu, Kelasg 00e301acuTh
CBOM  JCHEKHBIE CpEICTBA OT MPECTYNHBIX  MOCATaTENbCTB,  COOOLIAIOT
3anpammBaeMyo MHGOPMALMIO, B pPE3yJbTaTe€ YEro 3J0YMBIIUICHHUKH MOXUILIAIOT
IpUHAAJIEKAIINE UM JICHEKHbIE CPECTBA.

- «(apMuHr» - TIpOIIEypa CKPHITOTO HaIpaBiIeHUs Ha JoXHbIN |IP-agpec, To ecTh
HaIpaBJICHUE T0JIb30BaTeNil Ha (PUKTUBHBIA BEO-CailT, 4Yallle BCEro MCHOJIb3yeMbIi
I pUOOpeTeHust TOBapoB M yciayr (0zon.ru, avito.ru, aliexpress.ru, joom, biglion,
Ky[IMHAaTOp, Kaccup.py, Owierep, calThl MO Npojaxe OWIIETOB Ha X/I U
aBUATPAHCHIOPT U OP.);

- «JIBOMHAs TpaH3aKIus» (IPU OIJIaTe TOBAPOB U YCIYT MpoAaBel] cooOIaeT oo
olmnOKe, MpeJuiaraeT MOBTOPUTH OMNEPAlMI0, a B JaJbHEWIIEM JCHEKHBIE CpPEJICTBA
CHUCBIBAIOTCA JBAXKBI 110 KaXKIOM U3 MPOBEIECHHBIX ONIEPALIMi)

- «TpanmnuHry (MaHUIYJISIMN C KapTPUAECPOM OAHKOMATOB, TIO3BOJISIFOIINE JTHOO
HE BO3BpAIlllaTh KapTy BIAJENbIly, JUOO CIHUCHIBATH BCE JAaHHbIE KapPThl IS
JAJbHEUIIIETO UX UCTIOJIb30BAHHUS ).

|. OcHoBHBIE cXeMBblI Te1e()OHHOT0 MOLIEHHMYeCTBA!
1. OO6wman no TenedoHy.
3BOHOK COTpYJHHMKA OaHKa - KOTrJa HEW3BECTHBIM Mpe/CTaBIsAETCS

COTPYIHHUKOM CITyKObI 0€30MacCHOCTH Kakoro-nmubo 0aHka u coob1aet, 4to ¢ Barmiero



OaHKOBCKOTO CYeTa MPOUCXOMAST OTepaldu M0 HECAHKIIMOHUPOBAHHOMY CIHCAHHUIO
JICHeXKHBIX CpPEACTB, W B IMeIIX OE30MacHOCTH CYeTa IMpeyiaracT IepeBeCcTH
cOepekeHUs Ha «PE3EpBHBIN» WM «O0e30macHbIi» cueT. PacmpocTtpaHeHbl ciydae
coobmenus napopmaruu 06 odhopmiieHnn Ha Bac kpenuTa 1 HEOOXOAMMOCTH MPOUTH
B TIPUJIOKEHUM OHJIaliH-BaHka 1o ompenen€éHHONW CCBhIIKE M €ro aHHYJIMpPOBaHUS
(BBIMOJIHUTH UHBIE UHCTPYKIUN).

3BOHOK COTPYJIHUKA TPABOOXPAHUTEILHBIX OPTAaHOB - KOT/Ia HEU3BECTHBIH

NPEJCTaBISIETCS COTPYIHUKOM TOJUIMH, CJIeNOoBaTeJieM W T.O. M COOOIIAeT, 4TO
MPOBOJUTCS CIIELONEpalusi M0 MOMMKE MOIIEHHUKOB W JUIsl 3TOr0 HEOOXOIUMO
MEPEBECTH JEHbIM Ha «cCHelualbHbl» cueT. [Ipu 3ToM TpeOyeT He 3BOHUTH B OaHK,
TaK Kak COTPYJHUKU OaHKa 320/IHO C MOILIEHHUKaMHU.

Bam poacTBeHHUK, Jd1M00 OAW3KWN YeldoBEK momnal B Oeny (Hampumep,

MalIMHOM cOM 4YeloBeKa WM OOBUHSETCS B COBEPILIEHUU MPECTYIUICHUS), U
3a/lep)KaH  COTPYJHUKAMM TOJIMIMH, W HEU3BECTHBIA COOOIIAET, YTO s
OCBOOOXAECHUSI HEOOXOAMMO IEPEBECTH Ha CUET JCHEKHbIE CpeicTBa JHUOO s
OPUMHUPEHHS] C TOCTPAZaBIIMM JIMOO B KAueCTBE B3ATKH COTPYAHUKAM MOJIMLIUU.
Bo3MoxHBI BapuaHThl, IPU KOTOPHIX B PAa3rOBOPE MOXKET NMPUHATh y4acTHE SIKOObI
COTPYIHHK MOJUIMHU, KOTOPBII OyAET MOATBEPKAAaTh CKa3aHHOE.

BAXHO: D10 3BOHAT MoOIICHHUKH (HeCMOTps Ha TO, 4YTO
ONpeaeNnuBIIMiiCS Ha TenedoHE HOMEpP MOKET COOTBETCTBOBaTh HOMEpYy TenedoHa
0aHKa WM IpPaBOOXPAHUTEIBHBIX OPraHoB, 3a4acTylo — MockoBckoro peruoHa (499,
495... m T.1.), TaK KaK OpU MOMOILIY CHEIHATbHBIX YCTPOWCTB MOIICHHUKH MEHSIOT
HOMEpa Ha a0COJIIOTHO 000N HOMEp — TaK Ha3blBaeMble IOJMEHHBIC HOMEpa),
COTPYJHUKN OAHKOB HMKOTJA HE 3BOHAT CBOMM KJIMEHTaM, U TeM OoJiee, HUKOTJa He
TpeOYIOT MEPEBOAUTH C IMYHOTO cueTa JeHbI'u. [IpeacTaButrenu npaBoOOXpaHUTEIbHbIX
OpraHOB MOTYT 3BOHMTBH TOJBKO JJIA BbI30Ba B IOMEILIECHUS IMPABOOXPAHUTEIbHBIX
OpraHOB C IEJbl0 TOJYy4eHHUS OOBACHEHHH, HCTPEOOBaHUS JOKYMEHTOB IO
HaxXOoJAIIMMCS B IPOU3BOJCTBE YTOJIOBHBIM JI€JIaM U MaTepuaiam MpOBEPOK.

[Ipy mocTymiieHHMH Takoro 3BOHKA HEOOXOAMMO MpepBaTh pPa3roBOp U
NEPE3BOHUTH TOMY, O KOM UJIET Peub, JIMOO B YKAa3aHHBII rOCYJapCTBEHHBIN OpraH wiu
KPEIUTHYIO OPraHU3alUIo JJIs IepEnpoOBEPKH HHPOPMALIUH.

2. O0maH npu nokynke (MpoJaske) TOBApa HA MHTEPHET caiiTax.

[Ipenoruiata 3a HECVYIIECTBYIONIMH TOBap - moaaeTrcsd OOBIBICHHE Ha

BOCTPEOOBAaHHBI TOBAp C TPUBJICKATEIPHOW II€HOW (HMDKE PBIHOYHOM) C
NPUIOKEHUEM HeHacTosumx Gotorpaduil. B xoxe oOiieHus «mpoiaBer yKIOHSETCs

OT BCTpPEYM BBUJY >KUTEHCKMX MNpUYUH (HET BpPEMEHH, 3aHITOCTh Ha pabdore,



YaJEHHOCTh PACIONIOKEHHS) U MPEAJIaraeT OIUIaTUTh TOBap O€3HATMUYHBIM IJIATEAKOM
C TapaHTUPOBAHHOW MOCIJIEAYIOLIEW NOCTABKOM 4Yepe3 Kypbepa, HO MOCIE MOIYYEHHUs
JICHET, TPO/IaBell- MOILIEHHUK IIEPECTAET BBIXOIUTh Ha CBS3b.

Omara MyJisbka 1O IOYTE HAJIOKEHHBIM IUIATEKOM - 3JI0YMBIIUICHHHUK

IBITAXOTCA BHAYAJIC 3aIlOJIYUUTH IMPCAOINIATY HAa AOBCPHUH, CCIIM HC IIOJIYYACTCA, TO
npeiararoT MmOJYy4YUTh 3daKa3 Ha IIOYTC, a4 IMOTOM pPaCIIaTUTBCA. To ecTh HaA mouTe
nepea BLI,Z[a"IefI 3dKa3a BO3BMYT JICHBI'M B pasMCpC €Iro CTOMMOCTHU, a ITOKYIIATCJIb
BCKPBIB YIIAKOBKY, BUIUT IOAACIIKY HUIIN MYJISAK.

[lokynaTenab chopammrBacT HOMEpP KapThl M KOJ U3 CMC - mo BameMy

OOBSBIICHHIO O TIPOJIAKEe TOBapa B MHTEpHETE Bam MO3BOHMI MOKyNATENh U MTOMIPOCHIT
COOONIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (MpEIBAPUTEIbHO BBIICHUB HOMEpP
TenedoHa K KOTOpOMY IPUBSI3aHA KapTa) U CMC-KOJ, YTOOBI IEPEBECTH ACHBIH, IKOObI
ATO HYXHO i1 OaHKOBCKOTo mnepeBoja. Ha camMoM ferne 3TO MOIIEHHUK, KOTOPBIN
MBITAETCS BOWTH B JIMYHBINA KaOMHET OHJIaH-OaHKa M COUCATh BCE AEHBIU C¢ Barero
cyera.

BAXHO: OnnaunBaiite TOBap TOJBKO IOCIE €r0 MOJIYYEHHUs U MTPOBEPKU
¥ HE OTHpAaBJISINTE JACHBI'M B KauecTBe 3aiora (3amatka). s mepeBonia JTEHEKHBIX
CPEACTB JIOCTAaTOYHO HOMeEpa TenedoHa U APYroil JOMOJHUTEIbHOW MH(pOpMAIIMU HE
TpedyeTc.

3. TenedoHHbIE BUPYCHI.

OdeHp 9acTO HCMONB3yeTcs (hopMa MOIICHHHYECTBA C HCIOJb30BAaHUEM
tenedoHHBIX BUpycoB. Ha Tenedon abOHEHTa MPUXOIUT COOOIICHHE CIEMYIOIIETO
Buaa: «Bam npumnimo MMS-cooOmienue. JIjisi mogydeHus MpOUIUTe MO CCHUIKE...».
[Tpu mepexoze Mo yka3aHHOMY aJpecy Ha TeJeQOH CKauYuBaeTCsS BUPYC U MPOUCXOIUT
CIIMCaHUe JICHS)KHBIX CPEJICTB C BaIIETO CYETA.

Hpyroii Buj MOIIEHHWYECTBAa BHINVISIAMT Tak. Ilpu 3akaze kakoi-imbo
YCIYyTH 4epe3 SKOObI MOOWJIBLHOTO oOllepaTopa WIJIM TPH CKAYWBAHWM MOOWMIIBHOTO
KOHTEHTa a0OHEHTY MPUXOJUT IpeaynpexaeHue Buna: «Bol cobnpaerech OTIpaBUTh
COOOINICHNE HA KOPOTKHUH HOMEpP ..., JJIS TOJATBEPXKICHHS OTCpPAlUH, OTIPaBbTE
coobmienne ¢ mudpoit 1, mas ormensl ¢ mudpoit 0». [lpu oTnpaBke MOATBEPKICHNUS,
CO cuera a0OHCHTA CIMCHIBAIOTCS JEHEXKHBIC CpPeACTBA. MOIICHHUKH HCIOJIB3YIOT
CHEIUMalIbHBIE TIPOTPAMMBI, KOTOpBIE IO3BOJISIIOT ABTOMATHYECKU TEHEPUPOBATh
THICSYM Takux cooOmenuit. Cpa3y rmocie mepeBojaa ACHET Ha (paJbIIUBBIA CUET OHU
CHHUMArOTCA ¢ TenedoHa.
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BAYKHO: He cnenyer 3BOHUTH IO HOMEPY, C KOTOPOTo OTIpaBieH SMS —
BIIOJIHE BO3MOXXHO, UYTO B 3TOM ciiyuyae ¢ Barmero tenedona OyneT aBTOMAaTUYECKU
CHSITA KpyIHAasi CyMMa U MEePEXO0IUTh N0 COMHUTEILHBIM CChLITKAM.

4, OmuO0YHBIN NMepeBo/l CPeCTB.

AOGoneHTy noctynaer SMS-cooOiieHrue o MOCTYIIEHUH CPEJCTB Ha €ro
CYET, MEPEBEICHHBIX C TOMOIIBIO yCIyru « MoOunbHbIN niepeBo». Cpasy mocie 3Toro
MOCTYIAeT 3BOHOK U MY>KUMHA (WJIM >KEHIIMHA) COOOIaeT, YTO OUIMOOYHO IepeBel
JIEHBI'M Ha €ro CYET, MPH 3TOM TPOCUT BEPHYTh UX OOpaTHO TeM ke «MOOUIBLHBIM
nepeBoioM». B JeHCTBUTEIBLHOCTH ACHBI'M HE MOCTYMNAaloT Ha TeledoH, a 4YeIOBEeK
MIEPEBOJIUT CBOU COOCTBEHHBIE CpeACTBa. Eciu MO3BOHUTH MO YKa3aHHOMY HOMEpPY, OH
MOXET OBITb BHE 30HBI jJocTyna. Kpome Toro, CymecTBylOT Takue HOMepa, IMpu
OCYUIECTBJICHUH BbI30Ba HA KOTOPHIE C Tene(hoHAa CHUMAIOTCS BCE CPEJCTBA.

BAXHO: Ecnu Bac npocsT nepeBecT KOObI OIIMO0YHO MEPEBECHHYIO
CyMMy, HAllOMHHUTE, 4YTO IS JTOr0 HCMOJb3yeTcss 4eK. OTroBopka, 4YTO «4YEK
MOTEPSH», CKOPEE BCET0, CBUACTEIBCTBYET O TOM, YTO ¢ Bamu o011aercst MOIEHHUK.

MOIIEHHUYECTBA C BAHKOBCKNUMHU KAPTAMMU

baHkoBCcKkass KapTa — 3TO HMHCTPYMEHT [Jisi COBEPIICHUS IUJIATEXKEU H
JIOCTyTMa K HAJIMYHBIM CPEJCTBAM Ha CU€Te, HE TPEOYIOUIUNA sl STOr0 MPUCYTCTBUSI B
0anke. Ho mpocToTa ncmnosib3oBaHusl 0AHKOBCKUX KapT OCTaBJISIET MHOXKECTBO JIa3eeK
JIJ1S1 MOILIEHHUKOB.

[Ipu npoBeneHUU onepanuii ¢ KapTon MOJb3YUTECh TOJIBLKO TEMU OAaHKOMAaTaMH,
KOTOpPbIE pACIOJIOKEHBI B 0O€30MacHbIX MecTaX M O00OpYy/IOBaHBI CHCTEMOU
BUJICOHAOJIOICHUSI U OXPAHOM: B TOCYIAPCTBEHHBIX YUPEKACHUAX, OaHKAX, KPYITHBIX
TOPTOBBIX LIEHTPAX U T.I.

CoBsepiiiasi onepaiyu ¢ MIACTUKOBON KapTOM, cleauTe, YTOObl PSAIOM HE ObLIO
noctopoHHux Jonen. Habupas I[IMH-xox, npukpsiBaiiTe KiIaBUATYypy PYKOM.
PexBu3uThl 1 1006as mpoyast ”HGOPMAIIHS O TOM, CKOJIBKO CPeICTB Bbl CHSIM U Kakue
1 dpbl BBOAWIN B 0aHKOMAT, MOTYT OBITh UCIIOJIb30BAHBI MOIIIEHHUKAMHU.

OO6pariaiiTe BHUMaHHUE Ha KapTOIIPUEMHHK U KJlaBHaTypy Oankomarta. Eciou onun
000pyZI0BaHbI KAKUMH-JIUOO JOTIOJTHUTEILHBIMU YCTPOUCTBAMH, TO OT UCIIOJIb30BAHUS
JJAHHOTO OaHKOoMaTa JIy4Ille BO3JIEPXKAThCS M COOOIIMThL O CBOMX IMOJO3PEHUSAX IO
yKa3aHHOMY Ha HeM TeleoHy.

B cnydae HekoppekTHOMl paboThl OaHKOMaTa — €CIM OH JIOJTo€ BpeMs
HaXOJUTCSI B PEXKUME OXKUIAHUS WIH CAMOMNPOU3BOJIBHO TEpE3arpykaercs —
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OTKQKUTECh OT €ro MCIOJIb30BaHus. Benuka BepOATHOCTH TOrO, 4YTO OH
MepenporpaMMHUPOBAH 37T0YMBIIUIEHHUKAMMU.

Kak o0e3omacurhb ce0s1 OT MOILIEHHUKOB:

[TpoBepsiiTe nHpOpMaIIHIO, MOTYICHHYIO B X0/I€ TeIe()OHHOTO Pa3roBOpa U MHTEPHET
NEpPenuCKAd C HEU3BECTHHIMU (OHM MOTYT TIPEACTABIATHCS  COTPYIAHHKAMU
IIPaBOOXPAHUTENIbHBIX OPTAHOB, IPEACTABUTEISIMU KPEIUTHBIX OPraHU3alui).
YcraHoBuTh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JULIEH3UPOBAHHOE
aHTUBUPYCHOE ITPOrPAMMHOE OOECIICUEHHE.

He ycranaBiauBaiiTe u He coxpaHsiTe 0€3 MpeaBapuTeIbHON MPOBEPKU aHTUBUPYCHOM
nporpaMmoi (aiibl, TMOJIYyYEHHbIE W3 HEHAJEKHBIX HCTOYHUKOB: CKAYaHHBIE C
HEU3BECTHBIX CAaNTOB, NMPUCIAHHBIC MO JIEKTPOHHOM MoYTe (MOJ03PUTENIbHbIE (alibl
Jydlle cpaszy yAaysTh).

Hcnonp3yiiTe napoiiv He CBsI3aHHbIE ¢ BalmMu nepcoHabHBIMY IAHHBIMH.

Hu npu kakux oOCTOSATENBCTBAX HE COOOIIANTE PEKBU3UTHI CBOUX OAaHKOBCKMX CUETOB
(kapT), MapoJiu U APYTYIO MEPCOHAIbHYI0 HHPOPMAIIUIO.

[TocTaBbTE TMMUT HA CYMMY CIIMCAaHUI WM MEPEBOJA B JIMUHOM KaOMHETe OaHKa.

[To BceM BO3HMKAIOIIUM BOIIPOCAaM OOpaIaThCcsi B 0aHK, BBIIABIINN KapTy.

He BBINOIHATH HUKAKUX CPOYHBIX 3aIIPOCOB K JCHCTBHIO, B TOM YHCJIE MO YCTAHOBKE
KaKuX ObI TO HU OBLJIO MPUIIOKEHUH.

He nepexouTh HU TI0 KAaKUM CCBUIKaM, KOTOPbIE MPUXO0IAT Ha e-mail wmu mo SMS.

10.0O6pamath Ha Bce cooOmIeHuss OT OaHKa (HampuMep, €CIM OHU COJepKar

rpaMMaTHYECKHE OLIMOKN).

11.He nepe3BaHUBATh 110 HOMEPaM, KOTOpPbIC MPUXOAAT Ha e-mail uiu mo SMS.

12.TlepenpoBepsiiiTe MOIIMHHOCTH, HHTEPHET-CANTOB, HA KOTOPBIX OCYIIECTBIISIETE 3aKa3

TOBapa.

bynbre 6auTenbHbI!



